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FERPA 101



What is FERPA?
Buckley Amendment, 1974
All schools receiving Department of Education funds

• Includes federally funded financial aid

Limits disclosure of education records
Allows student access to records
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Presenter
Presentation Notes
Fun FERPA Facts can be found at https://epic.org/privacy/student/ferpa/ .  President Ford signed in August 1974. Originally a protection for parents to access student records in k-12 education. Has been amended 11 times, most recently in December 2011. Just because Federal legislation has not been amended does not mean institutional practice and policy has not. Institutional policy is often more specific than federal regulations, so reviewing this information frequently is beneficial. 




Why Worry About FERPA?
Loss of Federal Funding
Fines
Dismissal
Negative Publicity
Student Service – It’s the RIGHT thing to do!
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Presentation Notes
Stanford’s FERPA Faux Pas circa 2015 https://www.stanforddaily.com/2015/03/09/first-students-gain-access-to-their-admissions-files-through-ferpa-provision/ 

While no one has ever lost federal funding, it’s a risk you take.  It can cost the institution money in other ways.




Eligible Student Defined
18 years of age or enrolled in higher education 
(or previously enrolled)

Applies only to that segment of the institution in which the 
student is enrolled

Institutionally specific

View >> Header and Footer >> Add Unit Name

Presenter
Presentation Notes
PSEO:
Under FERPA, the PSEO student is a university student and they "own" their own student record. Thus, we need a valid consent from the student to share information with their parents even if the student is a minor. FERPA permits us to share information with a parent that has claimed the student as a dependent on their taxes, but FERPA does not require us to share information in this situation. Generally, we do not want to be in the business of verifying those tax records and do not disclose on this basis.

At Iowa we define enrollment as Day 2 of first-year orientation or at the time of registration.  As soon as students are registered our lips are sealed.  Information should not be given out to parents.  

Be careful!  Even on Day 1 we should limit what we are telling parents.




Education Record

Education Records ≠ All Educational Info
Education Record broadly defined

• Directly related to student- Personally Identifiable
• Maintained by institution 
• Extends to info derived from Education Record

Does not cover info from personal observation or 
information learned from others 
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Presentation Notes
Directly related: name, address, ID number, DOB, place of birth, familial information, combinations of information leading to discovery of identity, etc. 
Any info maintained by UI: grades, enrollment records, class schedules, printed class lists, test papers, employment records for student jobs, etc.
Can exist in any form: hand written, video, typed, etc. E-mails mentioning a student or directly relating to a student is an education record. 

Something to remember:  Paper files/notes should be treated equally, both under FERPA protection. If you don’t need it, SHRED and DELETE it! 

Office Records Retention Schedules:  https://fmb.fo.uiowa.edu/records-management/filtered?field_retention_record_category_tid=211&combine=&term_node_tid_depth=41&field_retention_vital_value=All&field_retention_confidential_value=All
Records Management Policy: https://opsmanual.uiowa.edu/administrative-financial-and-facilities-policies/records-management




UI Directory Information

Name
Local Address
Phone
UI Email Alias
Permanent/Hometown 
Address
Full or Part time 
Enrollment
Hawk ID
College enrolled in
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Class or Year
Hawk ID
College enrolled in
Class or Year
Major
Dates of Attendance
Most recent institution 
attended
Scholarships earned 
(not $ amount)
Degrees/Awards Earned

Study Abroad Participation 
(No Location)
University Sponsored 
Activities/Sports Participation
Athlete Height & Weight
Photographs/video recordings of 
students in public and non-
classroom settings
Job title/department/work phone 
number/work address when 
employed in a position that 
requires student status

Presenter
Presentation Notes
Depends on institution. Not the same in all places. MAY share, but don’t HAVE to share. 

Students may restrict any or all directory information!! At Iowa, this is done through MyUI and is denoted in MAUI with a red warning in the banner. (show that in a bit)
Address Only
Phone Only
Address and Phone
Academic Records (major, college, class, degree received, dates of attendance, and FT/PT status)

Share FERPA Bookmark.

Study Abroad- no location or course tied to study abroad work
Scholarships- not $ amount

If you are pulling data from the data warehouse, you should not share information that is restricted.  There is a field to indicate if a student’s data is restricted.  Any reports pulled by our data stewards will eliminate this information.  If you have any questions about pulling reports contact reg-data-requests@uiowa.edu.




Records NOT FERPA Protected
Sole Possession Records
Kept in sole possession of 
originator

Exclusively used as a 
memory aid

Not shared with anyone
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Other Records
Law Enforcement Records*

Student Health Records*

*Becomes an Educational Record once 
sent to educational institution

Presenter
Presentation Notes
Once shared now a part of the student’s educational record.

Does not include:
Evaluation of student or student’s performance
Records made in conjunction with student or other school official

Notes made in MAUI:  These are a part of the student’s record and the student has the right to inspect or request these notes at anytime.

Student Health and Law Enforcement records if kept are a part of the student’s record.  Best practice:  Once they have been reviewed and are no longer need, get rid of them.

Shred student records if no longer needed!  Alumni records are not education records. FERPA protections ends when a student becomes deceased. 




The Spirit of FERPA



Student Rights
Review

Personal Records
45 day to provide access
Not entitled to copy unless direct review is not feasible

Amend
Correct erroneous records

Block (Restrict)
Any or all directory information

Office of the Registrar

UI Student Records Policy: 
https://dos.uiowa.edu/policies/student-records-policy/

Presenter
Presentation Notes
Review-  Request generally go through General Counsel.  They discourage student’s requesting “all” of their education record.  They will ask the student which pieces they would like to have or what they are looking for.  Most student Records are managed by the departmental or college that they are admitted under.  The Office of the Registrar does not manage exams scores or evaluations

They have up to 45 days to provide access and can take as much time as they need.  Generally, General Counsel will get back to the student much quicker.




UI Directory Information

Office of the Registrar

MyUI >> Student Information >> Restrict or Unrestrict Student Information

Presenter
Presentation Notes

Students may restrict any or all directory information!! At Iowa, this is done through MyUI and is denoted in MAUI with a red warning in the banner. 
Address Only
Phone Only
Address and Phone
Academic Records (major, college, class, degree received, dates of attendance, and FT/PT status)

Mention how Kathryn pull data off the last flag

Just because you restrict information from the public doesn’t mean you can remain anonymous in the class



Legitimate Educational Interest
You have a ‘need to know’ if…

you are preforming assigned institutional research, educational, or 
administrative function.

Ask yourself…
• Do you need that information to do your job?
• Would your colleagues agree?

We love your title, but it does not entitle you! Legitimate educational 
interest is tied to function performed, not title of the individual.
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Renee’s example: marriage proposal




School Officials
Definition:
Members of an institution who act in the student’s 
educational interest within the limitations of their ‘need to 
know.’

*Faculty, Staff, Student Staff, Affiliates, or Contractors/Volunteers

You can share if…
• Sharing serves a legitimate educational purpose
• Outside officials require FERPA compliance 

agreement

Office of the Registrar

Presenter
Presentation Notes
Institutions establish their own criteria for school officials.  Could include contractors, volunteers, and other performing institutional functions.




Disclosure Exceptions
Disciplinary results of violent crime committed by student

Parental notification of substance violation by student under 21

Information given to victims of violence or non-forcible sex offenses

Other institutions for purposes relating to enrollment or transfer

Office of the Registrar

Presenter
Presentation Notes
Generally, written consent is required for release of information except directory information unless it is blocked by the student.

UI Security does have access to Student Records should these exceptions come up.  They are able to see the Academic Summary and Schedule panels in MAUI.




Emergency Disclosures (Exceptions)
Emergency 

• Must be imminent risk to health and safety
• COVID-19- General consent rule limited to the period of emergency 

and does not allow blanket release of personally identifiable 
information.

Emergency 
• Must be shared only with a person who can assist the student
• Mandatory reporter
• Worry about violation should never outweigh student safety

Office of the Registrar



Application of FERPA for 
Instruction



Student Considerations
Always obtain written consent 
before publishing or displaying 
student work publicly.
Reference Permissions

• Giving- Consent
• Receiving- Waiver

TAs, Assistants, Graders, and 
Peer Mentors

• Officially assigned to class
• FERPA training pertaining to position 

required

Office of the Registrar



MAUI and ICON
Course Management

Instructor access assigned through MAUI
• After assignment, ICON course created

FERPA training required for ICON roles
• Instructor, TA, Designer, Observer

* ICON access is granted on a preliminary basis. Users who do not complete 
FERPA training within two weeks of assignment will have ICON access removed. 
* FERPA training is required for MAUI access. No preliminary access is granted. 

View >> Header and Footer >> Add Unit Name

MAUI
Administrative Tool

ICON
Course 

Management

MyUI
Student Portal



Virtual Learning Updates
Emailing students- Limit content shared. Specifically personally 
identifiable information. 
Posting Grades- Inappropriate to post grades in public online forum.  Use 
ICON or post in a manner only the instructor and individual student can 
identify.
Used Web-based tools (ICON) to support classes.  Built in security.
Student cannot remain anonymous in classroom setting.  Including 
students with no release of directory information.
Lecture Capture Videos- Go for it!  Obtain written consent if sharing with 
others outside students enrolled in course.
We see you! You have a digital footprint. Cover yourself!

Office of the Registrar



Verifying Identity

Birthdate, Last Four SSN 
Digits, and Mother’s Maiden 
Name are no longer viable 
validation data points! 

Find data points only the 
student would know!

Office of the Registrar



Third-Party Considerations

Office of the Registrar

Third Parties, including parents, are not permitted to access non-directory student education 
records without written consent.

MAY release ≠ MUST release

STUDENT RECORD CONSENT
Completing the Student Record Consent form allows 
school officials to release or discuss information that you 
select (e.g., grades or financial aid) in either oral or 
written form, with the individuals you specify. 

GUEST ACCOUNTS
Guest Accounts allow individuals you select to have 
viewing privileges in MyUI. For Billing, the Guest User can 
view and discuss U-Bill related information and schedule 
payments to the student U-Bill with a secure login.

Presenter
Presentation Notes
Third parties may get consent electronically via MyUI with a passcode. Just because consent was allowed once, does not mean that it continues to be allowed. Students can change their consent agreements at any time. Most common requests include attendance, midterms, grades, probation or suspension status, schedule, acceptance into competitive majors or programs, enrollment status, disciplinary status, and subpoenas/court orders. 

When in doubt don’t give it out! If something feels off, then don’t hesitate to refrain from speaking with the third party.

Assuming 2017 academic year goes from Fall 2017 – Summer 2018:
 Academic records with enrollments: 38,099
Academic records with consent forms: 604
Academic records with guest accounts: 15,662




Application of FERPA in 
Research



IRB and FERPA
Teaching a course does not give an educator the privilege to use student 
records (tests, written assignments, daily work, drawings, grades in the 
course, etc.) for research.
To use any student data or educational record information for research 
purposes, FERPA applies and consent is required, unless the data 
includes only directory information.
The use of any student data or educational record information should 
receive approval from the Office of the Registrar. If appropriate, a letter of 
agreement will be provided to the researcher to submit with an IRB 
application

Office of the Registrar



IRB and FERPA
Student consent must:

• Specify the records to be disclosed; 
• State the purpose of the disclosure; 
• Identify the party to whom the disclosure is to be made; 
• Include a dated student signature
• If data will be requested from the Office of the Registrar, a unique identifier must also 

be included (hawkid or University ID)

Aggregate information can sometimes be provided without student 
consent
Requests for IRB approval letters can be sent to 

reg-data-requests@uiowa.edu or kathryn-stoltenberg@uiowa.edu

Office of the Registrar

mailto:reg-data-requests@uiowa.edu
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How to complete FERPA 
training through Employee 
Self-Service



FERPA Training Module
Log-in through Employee Self-Service - https://hris.uiowa.edu/
Click My Career
Select My Training
Locate and click the tab Enroll in Courses
Find a Course

• Course #: WFERPA
• Course Title: FERPA Training

Office of the Registrar

Presenter
Presentation Notes
Generally, written consent is required for release of information except directory information unless it is blocked by the student.

UI Security does have access to Student Records should these exceptions come up.  They are able to see the Academic Summary and Schedule panels in MAUI.


https://hris.uiowa.edu/


Thank you
When in doubt…reach out!!!

FERPA/Security Team- reg-access-maui@uiowa.edu 
Jessica Alberhasky- jessica-alberhasky@uiowa.edu
Sara Sullivan- sara-c-sullivan@uiowa.edu

Office of the Registrar
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